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Other incident names: SUNBURST malware, Solorigate 
 

Description 
The Russian state-integrated hacking group APT29/”Cozy Bear”/The Dukes used a supply 
chain vulnerability within SolarWinds Corp. to compromise multiple targets worldwide. 
[1] It managed to inject a backdoor malware into a SolarWinds routine update file, which 
allowed it to escalate privileges and establish permanent access across the internal 
systems of the company’s customers. 

Timeframe 
30 January 2019 – present [2] 

Initiator 
Russian state-integrated APT29/‘Cozy Bear’ 
 

Incident Type 
Data theft; Hijacking with Misuse 

Affected Targets 
SolarWinds Corp.; 6 EU institutions, 9 US 
government agencies, approx. 100 private 
sector entities from consulting, technology, 
telecommunications, and critical 
infrastructure in North America (primarily), 
Europe, Asia, and the Middle East. [3,4]  
 

Impact and significance 
By exploiting SolarWinds software as a single point of entry, the initiators were able to 
cost-effectively reach a much larger number of organisations. The attack reportedly 
compromised mostly US entities. [5] Affected were nine US government agencies, 
including the Departments of State, Treasury, Commerce, Justice, Homeland Security, 
and Energy, as well as the National Nuclear Security Administration, NASA, the Federal 
Aviation Administration, and the National Institutes of Health. [6,7] Six EU institutions 
were deemed to have suffered “significant impact,” alongside a “low single digit number” 
of UK public sector organisations. [3] Among the approximately one hundred selected 
entities which were hacked, many from the private sector were technology companies, 
such as cybersecurity companies FireEye and Microsoft; other targets included software 
makers, which themselves were vulnerable to becoming the source of a similar attack. 
Other targets from the consulting, telecommunications, and critical infrastructure 
sectors were mostly based in North America, but also in Europe, Asia, and the Middle 
East. [2,8,9] 
The attackers’ preparatory activities relied on long-term access to target networks 
through legitimate credentials, accounts, and applications, which enabled them to 
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gather information and steal data and identities, e.g., through reading email 
correspondences within the compromised networks. The scope and content of the 
espionage and data breaches were not disclosed, but news reports indicate leaked data 
included information on US counter-intelligence investigations, its policy on sanctioning 
Russian individuals, and the US’ COVID-19 response, as well as emails of senior officials. 
[10] Mandiant, then part of FireEye, reported that the attackers stole red team 
assessment tools used to test the security of its clients’ networks, and also managed to 
view sensitive information identifying government customers. [11] Furthermore, 
Microsoft admitted that the cyber actors were able to view its source code. [10]  
The incident was unprecedented in premediation, complexity, and scope, and has 
exploited the trust between legitimate technology providers and customer organisations. 
It confirms that technology industry leaders are still held to insufficient cybersecurity 
standards and further highlights the risks resulting from the supply chain to government 
systems. Governments, especially in the US, have responded with unusually public 
attributions in the SolarWinds case, with the salience of supply chain security pushed 
further to the forefront of government agendas. 
  

Background  
SolarWinds Corp. is a US information technology company based in Texas which provides 
IT service and network management software to high-profile clients such as government 
agencies and private sector organisations, including Fortune 500 companies, allowing 
for monitoring and configuring of servers and applications. The software “Orion” is one of 
its most widely used programmes. Its privileged place in networks allows hackers to 
hijack connections to jump to other systems without being noticed. [2] Of its 33,000 
clients, an estimated 18,000 downloaded the compromised software updates for “Orion,” 
which included the “SUNBURST” malware, and were therefore potential targets. However, 
the malware led to fewer than 100 network intrusions of customers; this selection 
included targets deemed of high value by the perpetrator. This reflects the targeted 
nature of the cyber operation, as it was necessary for the client to have downloaded the 
update containing the malicious backdoor in the timespan before detection and to have 
its servers connected to the internet. [3,12]  
APT29/”Cozy Bear” is well known for its exceptional technical skill and for being well-
resourced, capable of altering a trusted software at its source and remaining undetected 
in many networks over months. [2] Focussing on essential but inconspicuous software 
products and maintaining a relatively light malware footprint has been observed to be 
how the hacker group has protected their persistent and stealthy access to email 
inboxes, cloud-based resources, and source code repositories since their toolkit was 
reported in 2018. Their main target has continued to be data relevant to Russian strategic 
interests, as evidenced by multiple large-scale phishing campaigns against diplomatic 
entities in 2021 and 2022. [13] Brandon Wale, Director of CISA, has suggested SolarWinds’ 
initial hack was part of a larger operation through which victims were targeted through 
compromised Microsoft authentication services. [14] 
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APT29 attacks on the United States (2007–present) 
 

 
 
  

 
2007 
 
 
 
 
 
2014 
 
 
 
 
 
2015 
 
 
 
 
 
2016 
 
 
 
 
 
 
2017 
 
 
 
 
 
2018 
 
 
 
 
 
2019 
 
 
 
 
 
 
2020 
 
 
 
 
 

 
Attack on Obama campaign 

Phishing attacks against Barack Obama and 
government officials before first candidacy. 

 
 
 
State Department hack 

Dutch Intelligence Service AIVD attributed attack 
through hack into “Cozy Bear’” server. 

 
 
 
DNC hack 

Access to email and chat communications of US 
Democratic National Committee. 

 
 
 
Hack of US think tanks and NGOs 

After Trump’s election victory, “Cozy Bear” launched 
5 spear phishing campaigns on US-based targets. 
 

 
 
 
Hacks against US progressive groups 

Groups are faced with ransom demands and loss of 
sensitive data. 
 

 
 
Hack after year of silence 

Spear phishing campaign targeting multiple US 
sectors. 
 

 
 
SolarWinds hack 

Supply chain attack, especially targeting multiple 
agencies  and cyber intelligence companies. 
 
 

 
 
Wellmess/WellMail hack 

Malware used to attack research facilities  
for COVID-19 vaccines. 
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Attribution  
Early reporting by Reuters on 13 December 2020 attributed the attack to Russia, or more 
specifically, to “Cozy Bear” as part of the Russian Foreign Intelligence Service (SVR). 
Others, such as the Washington Post and the New York Times, followed a day later, also 
already reporting on multiple US agencies being affected. [8,15,16] The first FireEye 
report on the SUNBURST malware refrained from naming a state actor; only later did it 
assign the actor it named UNC2452 to “Cozy Bear,” in April 2022. [13] In the days following 
the attack, then-US President Donald Trump played down the link to Russia on the 
SolarWinds attacks, such as in a Twitter post on 19 December 2020. Meanwhile, the US 
Secretary of State, Mike Pompeo, explicitly attributed the attackers to Russia in a radio 
interview. [17] 
In a joint statement on 5 January 2021, the US agencies that coordinated the Cyber 
Unified Coordination Group (UCG), which consisted of the Federal Bureau of Investigation 
(FBI), the Cybersecurity and Infrastructure Security Agency (CISA), the Office of the 
Director of National Intelligence (ODNI), and the National Security Agency (NSA), 
characterised the incident as a “likely” Russian intelligence-gathering operation. [18]  
On 15 April 2021, with “high confidence,” the US government formally named the Russian 
SVR, which sponsors “Cozy Bear,” as the perpetrator of a broad-scope cyber espionage 
campaign that exploited the SolarWinds’ “Orion” platform and other information 
technology infrastructures. [19]  The accusation was followed by sanctions of six Russian 

 
2021 
 
 
 
 
 
2023 

 
Republican National Committee hack 

Coincided with ransomware attack. Unclear if 
Synnex Corp. was the ultimate target. 
 
 

 
Hack of Hewlett Packard Enterprise 

Breach of email environment linked to HPE’s 
cybersecurity department. 
 

 
 
Hack of Microsoft 

Breached corporate email accounts, including 
senior leadership and cybersecurity officials, 
resulting in breaches impacting federal agencies 
and other organisations linked to Microsoft. 
 

 
 
 
 
Incident data from the EuRepoC database: 
https://eurepoc.eu/table-view/, see also APT29 profile: 
https://eurepoc.eu/publication/apt29-profile/ 
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technology entities, forbidding US businesses to cooperate with the listed companies; 
this blocked entities’ access to property on US territory. [20]  
The attribution by the United States was done in concert with its Five Eye allies: Australia 
[21], Canada [22], New Zealand [23] and the United Kingdom. [24] The NATO alliance 
supported the attribution [25], as did Poland. [26] Latvia [27] and the European Union 
[28] both expressed their solidarity with the United States, while France expressed 
diplomatic support on Twitter. [29] 
The Russian government has explicitly denied any involvement, stating that malicious 
activities in the information space contradict the principles of Russian foreign policy, its 
national interests, and Russia’s understanding of interstate relations, arguing that 
“Russia does not conduct offensive operations in the cyber domain.” [30] 
 

Operation timeline and attribution 
 
 

• January 2019  System access to SolarWinds Corp. 
 

• 12 September 2019 Test run attack on software build environment. 
 

• 20 February 2020 System attack 
SUNBURST malware inserted into ‘Orion’ software. 

 
•       March–June 2020 Deployment of trojanised updates to 18,000        

                                                                         SolarWinds’ “Orion” customers.  
 
After a 2-week dormant period: cyberespionage, incl. information-
gathering, credential, and data theft of estimated 100 high intelligence-
value targets. 

 
• 8 December 2020 FireEye admits being target of successful hack. 
 
• 13 December 2020 Reports by Reuters (suggested Russian origin); 

Statement by SolarWinds on breach of internal 
systems; FireEye and Microsoft report on supply chain 
attack.  
 

• 5 January 2021 Attribution by US government agencies: 
Russian intelligence gathering operation “likely.” 
 

• 15 April 2021  Public attribution by US government to Russian  
SVR/”Cozy Bear” and sanctions; attribution by other 
members of Five Eyes: UK, Canada, Australia and New 
Zealand, as well as Poland and NATO; diplomatic 
support by Latvia, France, and EU.  

Sources: [2, 8, 9, 31]  
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Technical details  
It is unclear how the hackers first accessed SolarWinds’ software development and 
internal systems, but investigators have found that an employee’s VPN account was 
compromised by January 2019; this could have which enabled hackers to leapfrog to 
SolarWinds’ Office 365 accounts and stolen source code. [2] The attackers targeted the 
software build environment and even carried out a test run of their code injection tool 
SUNSPOT on 12 September 2019. Another few months passed before the attackers added 
the malicious code SUNBURST into the company's software system “Orion” on 20 
February 2020, swapping the legitimate and the compromised files before the final 
compilation and signing stage of the source code file. As part of routine updates, 
SolarWinds unwittingly sent out software updates to as many as 18,000 customers that 
included the hacked code between March and June 2020. [31]  
The SUNBURST code created a backdoor to customers’ information technology systems, 
which the attackers used to scour the environment after laying dormant for two weeks. 
If a target was of interest, they installed additional malware on infected computer 
systems; this has been estimated to have ultimately affected fewer than 100 entities 
worldwide. Using a second backdoor, the attackers continued the espionage operation 
while reducing the risk of exposing the unique backdoor technique of SUNBURST. [31] 
They were able to escalate privileges through credential theft, bypass multifactor 
authentication protocols, and, by moving laterally across networks, they conducted 
espionage in sensitive networks. [32]  
 

Remedies and consequences 
It has been reported that US government agencies, such as the US Department of Justice, 
had noticed irregular activities by May 2020, but that FireEye, Microsoft, and SolarWinds 
were not able to detect the SUNBURST malware then. [33]  As a cybersecurity company 
itself, Mandiant, then part of FireEye, first detected suspicious acitivity within its internal 
networks in November 2020, which led to a public disclosure of it having become a victim 
of a sophisticated attack on 8 December 2020. [11] It informed SolarWinds of the 
distributed SUNBURST malware on 12 December 2020, when, according to Reuters, a US 
National Security Council meeting was convened on this issue the same day. [15] 
After detection, SolarWinds worked with customers of its “Orion” products to address the 
incident. On 13 December 2020, SolarWinds published a statement to its approximately 
33,000 “Orion” product customers about its compromised software. The communication 
contained mitigation steps, including a hotfix update to address the vulnerability in part, 
as well as additional measures that customers could take to help secure their 
environments. SolarWinds prepared an update to further address the vulnerability and 
brought in CrowdStrike and KPMG for internal investigations into the source of the 
breach. [34] 
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To coordinate the US government’s response to the SolarWinds attack, a Cyber Unified 
Coordination Group (UCG)  was formed in December 2020 and was composed of the FBI, 
the CISA, and the ODNI, with support from the NSA. [35] The UCG gathered intelligence 
and developed tools and guidance to help organisations identify and remove the threat 
actor. Specifically, the FBI identified the scale and scope of the incident and engaged 
with affected entities. CISA and the NSA released cybersecurity advisories that detailed 
adversary techniques and provided mitigation actions for system owners. [35] 
By February 2021, the new US administration under Joe Biden created the new position 
of Deputy National Security Adviser for Cyber and Emerging Technology, and went on to 
designate the ongoing situation as a “national cybersecurity crisis” which required 
additional funds. [36] The US National Security Adviser, Jake Sullivan, outlined that the 
US response to the SolarWinds attacks would “include a mix of tools seen and unseen, 
and it will not simply be sanctions.” [7] This was followed by an executive order on 15 April 
2021 (Executive Order 14028) that strengthened authorities “to demonstrate the 
Administration’s resolve in responding to and deterring the full scope of Russia’s harmful 
foreign activities,” coinciding with the announcement of sanctions. Moreover, it directed 
the US Department of Homeland Security, in consultation with the Attorney General, to 
establish a Cyber Safety Review Board (CSRB) to review and assess threat activity, 
vulnerabilities, mitigation activities, and to assess agency responses to significant cyber 
incidents. The executive order is in line with the US policy of imposing costs in response 
to strategically and economically impactful acts that destabilize international relations. 
[9,19]  
Further US policy in the past several years has aimed to modernise US cyber defences by 
adopting a “zero-trust” security model, providing guidance on securing networks against 
supply chain attacks and implementing comprehensive mandatory regulations for large 
critical infrastructure companies. [37–41] In July 2023, the US Senate ordered the CISA 
to investigate the SolarWinds attack. [42] Similarly, the Security and Exchange 
Commission (SEC) filed a complaint (Oct. 2023) and amended it (Feb. 2024) against 
SolarWinds and its Chief Information Officer (CISO), Timothy Brown, alleging that they 
misled investors and customers by overstating the company’s cybersecurity practices 
and preventive measures, then failed to be fully transparent about the impact of the 
massive breach to its customers. In the subsequent ruling in July 2024, the US District 
Court of Southern New York dismissed (most) allegations raised by the SEC, including 
those of disclosure control violations. [52,53]  
Policy responses were also seen across other governments. Germany implemented the 
IT Security Act 2.0 in 2021, while the UK government published a Proposal for Legislation 
to Improve the UK’s Cyber Resilience in 2022, both of which highlight the threat of supply 
chain attacks. [43,44] The European Commission’s Proposal for the Cyber Resilience Act, 
which seeks to enhance supply chain accountability as well, has reached a consensus 
within the Council of the EU in July 2023 and is awaiting negotiations with the European 
Parliament. [45] 
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Large-scale global supply chain attacks (2017-present) 

A supply chain attack first leverages an attack on a software supplier, which is then used to gain access to 
the network of the end target. This can be a customer or another software supplier. Their exploitation of 
trust between clients and software developers and their potentially indiscriminate effect on other actors 
make supply chain attacks particularly disruptive. 
 

 
 

2017 
 
 
 
 
 

2019 
 
 
 
 

 
 
 
 
 
 
 
 
 

2022 
 
 
 
 
 
 
 
 

 
2023 
 
 
 
 
2024 
 
 
 
 

  
 
NotPetya attack 

Russian government-backed APT Sandworm 
initially targeted Ukrainian infrastructure. 
 
 

REvil attack on Texas 
Russian ransomware group “REvil” targeted 23 
local governments, disrupting including a water 
treatment facility and a law enforcement 
dispatch system. 
 

 
SolarWinds attacks 

Russian government-backed “Cozy Bear” attacks 
multiple US government agencies and tech 
companies through a software developer. 
 
 

Viasat hack 
Russian SVR attributed in attack on satellite 
services of US communications company Viasat 
in Ukraine, supporting the Russian invasion. 
 

 
Ukraine government network hack 

Data theft by likely Russian actor from Ukrainian 
government networks via trojanised Windows 10 
installers. 
 
 

RedCurl attack 
Russian-language cybercriminal hackers gained 
access to unspecified major Russian bank 
through a contractor’s shared network drive. 
 
 

Russian attacks on Ukraine infrastructure 
Report by CERT-UA on cyberattacks on around 
twenty critical infrastructure facilities by 
APT44/Sandworm, in part through supply chain 
attacks. 
 

 
 
Incident data from the EuRepoC database: https://eurepoc.eu/table-view/   
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Enablers  
In the same month that the SolarWinds compromise was discovered, the US Government 
Accountability Office (GAO) reported that none of the 23 US civilian agencies it had 
investigated had fully implemented supply chain risk management practices; in other 
words, selected foundational practices for managing information and communication 
technology (ICT) supply chain risks. GAO stressed that, as a result of not fully 
implementing these practices, the agencies were at a greater risk of malicious actors 
exploiting vulnerabilities in the ICT supply chain. [35] Subsequent reporting also revealed 
that, while the DOJ had already informed CISA in May 2020 that it had investigated 
suspicious activities with Mandiant’s support, it had not contacted other agencies such 
as the NSA, and both the DOJ and CISA withheld their prior knowledge about the 
compromise when news broke in December 2020. [33] 
This “culture of obfuscation” coincides with a growing complexity of software 
development and distribution and the increasing reliance of organisations on third-party 
software providers. It was also reported that many SolarWinds clients had failed to adopt 
standard practices to configure servers to only communicate with SolarWinds and put 
them behind firewalls. Further, many affected US and EU public organisations were 
missing network logs, making it impossible for response teams to reconstruct what data 
was hacked. [2,3]  
 

Private Sector Engagement 
FireEye detection and mitigation, testimony [11]  
Microsoft mitigation, testimony [46,47] 
CrowdStrike forensics 
KPMG forensics 
 

Legal Assessment 
Economic sanctions by the US Department of the Treasury and other US 
countermeasures against what has been characterised as Russian espionage [54] are 
seen as legitimate by the US government, given the scope and the undue burden placed 
on the private sector by the SolarWinds attacks, as well as the risk of disruption that 
made the attack “destabilising.” [48,49] Despite considerable debate about a more 
forceful response, including calls for “retaliation” and “punishment” beyond economic 
sanctions, the incoming Biden administration stopped short of a visible and robust 
(cyber) response, while determining in Executive Order 14024 (15 April 2021) that Russia’s 
malicious cyber-enabled activities were “violating well established principles of 
international law,” including the respect for the integrity of states. [50,55,56] In a related 
development, during a testimony to the US House of Representatives, representatives 
from Microsoft emphasised the need for clearer international regulations which prohibit 
indiscriminate and disproportionate supply chain attacks by state actors that put users 
at risk and undermine trust. [47]  
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Further Reading 
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