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BAPCO

Otherincident names: DUSTMAN[1]

Description
Iranian state-backed hackers attacked the Bahraini oil company BAPCO with a data-
wiping malware.

Timeframe Initiator
25 July to 29 December 2019 Iranian state-backed hackers
Affected Target
Incident Type The Bahrain Petroleum Company (BAPCO),
Data-wiping malware government-owned oil company, Bahrain

Impact and significance

Initially, the reported impact consisted of system shutdowns which effected only a
limited number of BAPCO's computers. [2] BAPCO was able to continue its operations
after the malware discharge. Later, it was reported that the attack was considerably
more destructive than initially understood, with nearly 2,000 computers having to be
replaced. [3] The attackers did not test the deployment of the DUSTMAN malware but
appear to have triggered the data-wiping process as a last-ditch effort to hide forensic
evidence that would have revealed their presence on the hacked network. [4] It is
suspected that the Dustman attack was executed to protect a larger operation, possibly
connected to IBM’s report on the similar ZeroCleare malware in Dec. 2019. [5] [11]
Dustman was the third data-wiping malware linked to the Iranian government and has
been used exclusively against companies in the oil and gas sector. [2] Forbes considers
the operation to be a rehearsal of attacks on heavily secured command and control
systems or a demonstration of their vulnerability. If these were fully compromised, this
would have resulted in significant impact. [6] The incident can be considered above the
normal level of Iranian cyber activity (see below Cyber activities between Iran and
Bahrain). [7] The Iranian cyber capacity may have affected US security alerts that were
issued following the killing of General Soleimani in January 2020. [8] US-Bahraini
cybersecurity cooperation has been deepened subsequently. [9]
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Cyber activities between Iran and Bahrain

Iran-Saudi-Arabia interactions added for context
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* The Weighted Cyber Intensity score is derived from the EuRepoC 1.0 dataset. It assesses the type of
attacks, their potential physical effects in reach and duration, and their socio-poliitcal severity. Scores 0-
5are considered low/moderate inintensity, scores 6-10 indicate high intensity, and 11-15 very high intensity
incidents. See here for more information on the EuRepoC codebook.
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Background

For decades, there has been an ongoing tensions between Iran and states in the Middle
East. In 2019, Bahrain and Saudi Arabia expressed support for the U.S. designating the
Iranian Revolutionary Guard Corps (IRGC) as a foreign terrorist organisation, with
businesses and banks with connections to the IRGC facing further sanctions. In June of
the same year, Bahrain condemned Iran’s capture of foreign oil tankers in the Strait of
Hormuz. Iran in turn denounced these allegations and Bahrain’s hosting of an
international maritime security meeting in October.[10]Iran has demonstrable expertise
in developing sophisticated espionage malware with advanced wiper functions and
deploying these against its adversaries’ oil sectors (see below Iranian wiper malware
against targets in the Middle East). [2]

Attribution

Media reports cited unnamed experts who attributed the attack to Iran due to the
similarities with the ZeroCleare malware and the suggestion of the Saudi report of a
state-backed actor. [3][11]

Operation timeline and attribution

p 25 July 2019 System access

b 29 December 2019 System attack
Detection and identification of DUSTMAN by Saudi
National Cybersecurity Authority, indicating a state
actor

b 8 January 2020 Attribution of attack to Iran by media reporting

Sources: [3][14][15] [15]

Technical details

Dustman is a so-called data-wiper malware designed to delete data on infected
computers once launched. [2] For access to the BAPCO network, the hackers exploited
a VPN vulnerability, from where they obtained access to the credentials required to
install and execute the malware. They were able to load the data wiper into the central

3



https://eurepoc.eu/incident/apt-33-vs-saudi-targets-2019
https://eurepoc.eu/incident/iran-hacks-on-bahrain
https://eurepoc.eu/incident/iran-vs-bapco
https://eurepoc.eu/incident/iranian-it-company-supply-chain-attack-in-bahrain

antivirus software, from where it was distributed to all BAPCO machines. However, the
malware did not run properly on some, leaving them unscathed. This left evidence that
later pointed towards the attackers and the type of malware used. [14] After execution,
the malware downloaded a tool to delete the VPN logs. [4]

Iranian wiper malware against targets in the Middle East

Following the discovery of the Iranian wiper malware Shamoon, subsequent attacks with similar code were
found which can be considered new variants of the original Shamoon malware.
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Links to incidents in the EuRepoC database
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Enablers

Underdeveloped corporate cybersecurity practices enabled this attack: a remote
execution vulnerability ina VPN appliance was disclosed in July 2019.[3] It is conceivable
that Iranianintelligence about the targeted company systems could have originated from
parts of the Shi'a political opposition in Bahrain. However, Iran’s attempts at influencing
Bahrani Shi'a communities have been considerably less successful than in other
countries in the Middle East. [15]

Private Sector Engagement
Otorio665[16]

IBM (analysis and early warning)[11]

Legal Assessment
N/A
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